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The need for ensuring data integrity and 
authenticity

The Human Sciences Research Council (HSRC) 
• develops and makes research data sets available 

which underpin research, policy development 
and public discussion of developmental issues.

• shares data resulting from research undertaken 
for research and educational purposes with 
researchers, academics and students. 

Prerequisite: Data must be trustworthy!

http://datacuration.hsrc.ac.za



The need for ensuring data integrity and 
authenticity

• Secondary data users must be assured that the data which they 
will be using is accurate, complete, reliable and consistent

• Measures to mitigate risks emanating from people, processes, 
technology and information

Content

Technology

Processes



What is integrity and authenticity?

Authenticity 

The degree to which a person (or system) 
regards an object as what it is purported 
to be. 

Integrity

Internal consistency or lack of corruption
of digital objects. Integrity can be 
compromised by hardware errors even 
when digital objects are not touched, or 
by software or human errors when they 
are transferred or processed.

(DSA & ICSU, 2016)
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Integrity and authenticity

• Span the entire research and curation process (data life cycle)
• It is an essential function of a Trusted Digital Repository

• Essential to digital object management – specifically when 
information submitted by producers are accepted and prepared 
for inclusion in the repository



Evaluation in terms of RDR criteria
Integrity management
• Description of checks to verify that a digital object has not been altered or corrupted. 
• Documentation of the completeness of the data and metadata. 
• Details of how all changes to the data and metadata are logged. 
• Description of version control strategy. 
• Usage of appropriate international standards and conventions (which should be specified). 

Authenticity management
• Does the repository have a strategy for data changes? 
• Does the repository maintain provenance data and related audit trails?
• Does the repository maintain links to metadata and to other datasets? 
• Does the repository compare the essential properties of different versions of the same file? 
• Does the repository check the identities of depositors? 



What is “Ingest”?

• Digital object management function described in the 
OAIS



What is “Ingest”?

“Ingest is the set of processes responsible for accepting information submitted by 
Producers and preparing it for inclusion in the archival store. ” 

(Lavoie, 2014)

SIP AIP DIP

SIP Submission Information 
Package

AIP Archival Information Package
DIP Dissemination Information 

Package

(Lavoie, 2014)



The “Ingest” function

• Receipt of SIP

• Validation that the SIP is 
uncorrupted and complete

• Transformation of SIP into a 
form suitable for storage 
and management within the 
archival system

• Extraction and/or creation 
of descriptive metadata 

• Transfer AIP and DIP and its 
associated metadata to the 
archival store

(Lavoie, 2014)
(CCSDS, 2012)



The HSRC’s “Ingest” workflow



Mitigation of risk

• Risks
• Transfer of custody
• Corruption, loss
• Unauthorised changes 

(Accidental or malicious)

• Mechanisms
– Checking mechanisms
– Checksum
– Quality assurance 

processes
– Record keeping
– Security
– Audit trail 
– Tools (Software, SOP, 

Checklists, templates)
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How do we process files?

• Curation work space
• Folder structure
• File naming conventions

Data collection

Data set



How do we compile metadata?

• Structured metadata 
record

• Standards (DDI, 
Dublin Core)

• Management 
parameters

• Aid understanding, 
management

• Tools: Metadata 
repository, Conventions, 
Style guide

Category HSRC 
field

DDI Description Examples

Data set 
details

Data Set 
ID

Tag
< IDNo >

Qualifiers
Agency 

Unique string or number (producer's or archive's 
number).

Input guidelines
• Composition: Acronym of collection 

(upper case), Space, Year of data 
collection, Space, Reference to data set 
content.

• Descriptives capitalised, rest lower case.
• Linked descriptives and multiple years 

indicated with unspaced hyphen – not 
2006/07, 2006-2007.

<IDNo agency=" HSRC ">xxx</IDNo>

Examples
• SASAS 2008 Q1
• SABSSM 2005 Adult-youth
• EC-PSS 2008
• SASAS 2003 Combined Household weight
• SASAS 2004 Combined Weight
• RnD 2006-07
• NALA 2009 Gr9 Natural sciences assessment



How do we compile metadata (narrative)?

• Metadata in narrative
• Readme, User guide
• Conventions, Style 

guide
• Aid understanding, 

facilitate use
• Accuracy, 

Completeness



How do we source metadata?
• Tools: Data Deposit Form
• Identification & administrative 

information
• Study Information
• Data set for preservation
• Data set for dissemination
• Related documentation
• Research outputs
• Promotion of the data for re-use
• Data deposit sign-off



How do we ensure data quality?
• Templates to clarify 

quality requirements 
and guide compliance

• Tools: Data Deposit 
Checklist, Data 
Checklists, Data 
Appraisal Checklists



17

• Processing standards
• Retain original deposit
• Keep record
• Version control
• Tool: Syntax, 

Processing log



How do we create DIPs and AIPs?
Data
• Convert qualitative text data 

to RTF
• Convert quantitative data to 

SAS, STATA, SPSS, ASCII csv
• Verify accuracy, error 

detection
• Program + ASCII Data 

File
• Conversion logs, visual 

inspection, verification 
statistics 

• Tools: Conversion, statistical 
software



Creating PDF documents
Documents
• Convert documents to 

PDF/A_1b
• Add metadata
• Enhance
• Verify accuracy, error detection
• Tools: Conversion software



How do we store DIPs?
• File repository

• Permissions
• Link to metadata record
• Tool: File repository



How do we store AIPs?
• Preservation store

• Data, documentation, 
metadata

• Tools:  File server



How do we do quality assurance?

• Processes



How do we do quality assurance?

• Tools:  Data Curation SOP



How do we do quality assurance?
• Follow structured process

• Tools:  Monitoring 
Checklist



How do we do quality assurance?
• Record decisions and 

changes
• Tools:  Data Deposit 

Form, Emails records



How do we do quality assurance?
• Sign-off

• Tools:  View dissemination on test 
site, Sign-off form



How do we do quality assurance?
• Check metadata for 

accuracy and completeness
• Tools:  Metadata 

repository (Review and 
error reports)



The result!

http://datacuration.hsrc.ac.za



Thank you

Lucia Lötter
Manager Digital Curation

eResearch Knowledge Centre
Human Sciences Research Council

South Africa
llotter@hsrc.ac.za

http://datacuration.hsrc.ac.za

mailto:llotter@hsrc.ac.za
http://datacuration.hsrc.ac.za/
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